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2YHUYLHZ

(YHOWKEBHYRIOD3& ILUHZIMDAWEWHFRPLERPPRQQ/RIWZDW/URWWRW
3&IURPRXWV DGMWDFKHUMNWUIPDQ\FRPPHUFLDOYDNO BE®RH UDRYWKH
PDUNHOWLRUWRQVHUCHAXUDWBF$IHSHUVRP DM ZBOXERWKDYLQJ
YHUXQAQBDWXUHGH ZDWOIHUORAQ&EVHRRVWYHQLARNRWAFRIQIWHKA
YXOQHUDEIMKBED QO®WKHI&Z4 3 RSHUDWLQWHPQGDPHR XWLWEKHUY LFH
3DFN 63 ZKLFKWRWQOMPDLQWHQDROHDVIHZRXOWXRXQEXWIXOO
OHGJHGH ZIRWOK B1&

+$7 ,6$),5(:$//"
$ ILUHZDOHOLWKWHRIWZDRUW RIWZDUH KDUGZDBbUH
WKDSURYLGHVEDUULWBSUHYHQA®YWZDQWHG b

XQDXWKR RUSFON HQWEDQIHURK¥HVYVRP //\{
WKRXWVLIZRHW O WRQHWZRRIWEE& $ JRRG K
DQDORRXOEHD 6HEXUEXDUBW *XDUGBRVW Lay

HV W D E O LRAKW G LV Kt D O @ARG HW H U P L IDHD

DGGUHVN.OHRU SURJUDKDV FOHDUD QRRH

DXWKRU L] DWRHROW HY WR KHQHWZREN 3& HE

VIVWHP, | \RXFKRRWHXQEORFKARQQHFWLRQ W
'LQGRZYLUHZDGDQEH FRQILJX WHRFUHDWH ) ALL
H[FHSWIRRIDLYBHUPLVVWARQOOKER JUD P3 _
DGGUHVRHMOMMSDVV:H ZLGQVFXS\RWUEYWH U
LOQWKLS/RFXPHEWW W XVVEHXQGHUV VWRR G~ Graffiti on-a Firewall? -
UHGXFW RQRRHQW H JR IMKH. UHD OLa) F U H DAVKIWL WK 8 HW Z RRUUNR P S X W H U
PLIJIKBBHFRPSURPLV:HKGOWKH UH ZDIO®O HD W 8 GXFR P S X WH.W X \DH)/G
ZRUPWRMQWH WQMNRX QHW ZFOUNE RP S X W HWWXQ RV X E VW LI XVQH
HIILFLBIQ®IIHPWQWLUSURJUDP

THOH:5,7(DPQQLUHZDOOV

7HOH:5,765%6 YLGHRRQIHUHQRIN®Y3 RUDQ\: (% FRQIHUHQBRW®J
&ROODBRRRIWZ VUHWHPHTXLD B8 RUQW H URRIQWQ HZEWIXQ 3DGGUHV YV
ZKLEFKVOLNDFHS HUVRRYLQWHOH S KQR@H HRUB R FLBOKWF X URWPE HXQ L T X H
DQ®SHFLWIRFKHP,QWKFDVRIDQ3DGGUHMWD XQLTRBFKLQBPHRUWQ
WKEWVBEQXPEHDKLFBFWWD UHVRXO0RIFDWRILG HQW L | LFOWSRVGHY
WKH 9§V ZKHQ7HOH:5,7856 ZDVWKHWRVWVHGROODERWFRWBEXMWLQJ
VROXWIQRRS6 ILUHZ ZBIOWHZDQGD EHWZHPQ RQKLIKOHY®®WZRUNYV
UHTXLUHIHZDGRGEDIVRUHOH:5,7(BEFDDQ@RUSURSHUWMWHFHVVDU\
W R

"RUNZLW KDL@HW Z RUQW KEID FNLGRIWKH. UHZDOO
/RFDWHKKRVWBRRXWVIMK.UHZDRB®DQQ/HW XS
2SHEROHRWWXQQHQWKHHVSHFWUWEDOO

62/87,21

1 D OS] W EHXVHG@FROODER BR QIHHDUFRIQD SUL Y DY'lW B WHKPWS R UD W H
RUH G X FD W IQRHMWDZRZUWERI L U H Z D@QOWH U FIHE®I: 5, 7 D R Q Q HZAWY K R X W
LVVXHV
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BROXWLRQ

. IDFRUSRURDWGEIX FDW IXR/QIYE HGWR R Q Q FBRWS UR W H EWDIG U H Z RQ®!
3&ZLAQHHWEHH[SRV MG K HQ W H LDE@HEHS X R QW K HQ W H URQMWAY MGHH
ILUHZBORWHFRMMZ RENUKDBEYD GHGLFDMRP® X QL FD WIHRV@WX @ EW K

G L U HFRQW H DFHFW VR UV K DX U SR V$IORW K B&TY QD FRQIHUHRUWHUDLQLQJ
VHVVIZRX CEGHI LY HQPK DD G G U DOV HP R WHWH IR X OF® Q QV RV KWHV VLR Q
WP XVWHXQGHUVWRRGSURWHBWIHGW LV N

BROXWLRQ
7KHWKLWY®OXWRRBUHGGTXLWHKHQWHUYHRMLRIQ HW ZRRISIH LR V
GHSDUWPHEWWURXEDWKMNQRZOHGIHDELOWRID IHBSHGRUWVY
LPSOHPHIRWDWMNHHSHWRDOORWMHJILWLABWH:5,7656 XVHUWRKRVW
FRQIHUHQEWKRWWRHARRRSHUDRMDRIQVZ RRUSNHUDWWREQ R FW ¥ XW CE®
WKURZEDIJDLQ@HWOH:5,773 EBIDWLPSHQHW DME R U H ZIDWDH O |

2. VRZHFDQXVHHOH:5,7(BWKHDH B RIL UH Z IEHOWZ HW RBI& T V: K D WG R
ZHGRLWKHUW:HOOLUVAWMFDQVDNGRR Z @ KSIH UV RIQ G ZID@VAX 31& | R W K H
GXUDWRIRMKMHV\OLIROORZXQUHVW ULFAM GKHWKHUW KHQWHUSULVH
ILUHZDWO\OX HWZ L EEHHQHFH V VIIRUW K H7 RULHW Z RYSNH U D W VRVDWIR S H Q
SRUWQWKHILWHZDOORZERBPXQLFDW)IRQQWHUBRHWZVNURSHUDWH
SURSHUWWHFHVVIRBRUWWREHRSHRKLFKWVXDQO\® BA&DQ&PDOO
VA\VWHPLUHZDO®OKHLVVXHWKI)G DUH/LPLOWRLVVXHKWLQJ3 YLGHR
FRQIHUHQBIRF QHW ZRUKURXIK UHZWEONKHUQPDQ\FDVHYKDW TV
FDO®HGWHNHHSKVUHE® @2D pJDWRHAROMANE HRSHQ IB®@ G O R VAHIKGH Q
QHHGHEHVVHQMKADOOGAYLBB H WNKBD W HN HMSEDNHXBQ RSHQ
WKBDWIDOORZEQUW PBLEG G U H VW RWX Q QMIOU R XSIHKUP LWIYKQ ® G VKD N H

DQG L UWRD®QHFW REEG X U

&21),*85,1* ),5(:$//6

([DFWIORZW R R QI L JXIWHH Z DOMIX Q FWR RDK H. UH ZDV@OH:BI ZL AW WHP S W
WRSURY LIGHHU W/ K H QIR UP D \@ HRIG HEG WK R\ZHKRK DY RVK M Q RZ O H G IHG
SHUPLVVWVLRDNAVKHVFKDQJHYV

Y)LUHZDDO®BIULPDU3 FRQW DFRWLQWHUDKWRRFD OO@LWLDOL]PRVULRQ
7HOH:5,7(\WRXQFWISRIR SHEDWRR O O D E R WDIMDIRRMD WQ ®/E D UL QW V
QHFHVVWEOWDYMWKH UHZDBWVS RDG® OOREZ3RUWUDQVPLV&RQWURO
3URWRFR®VHGDWDJBDRWRBROIRSURHEDQGVKDREQWHUFKODQJH
WKEDWWRDYWKWHV VIDRIB A8 D W XUGW H DRSS HUBWR SHUO\

IDILUHZDMOHQEGWRHYRWOORZ VXSSRIMOIIDQRWDDMLARUDSKLF
WUDQVPLYVORRMWDVEHWZHHQXVHUVI 873VXSRUWWQRWQYRNMWXH
DXGDRGLGHRMRMWMQFWLRQRXVD\WKHXDWDWEHGRQH(DV\VRUW
RI

TRHVWDEPDOWOWNYHUBDORUWYKWHTXLWMASDNHVKAD FRQQHFWERRK
IROORDIUUWKERUWNHGWEHRSHQBPQ@B®VVPPMLHEQFWLRQ

SRUW SQWHU/@RHFWWeRHW Y LFH
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3RUW 8VHIRFDWEBRQYLFH
3RUW 7 'DWRKDQQHO
3RUW  + 6LJQDOLQJ

3RUW $XGLERDERBQWURO

7KHLUHZPOWBOVERHFRQILIXWR® ORZ3DQG'3 FRQQHFWAL\R@®WPLFDOO\

RQSRUWYV o+ LWVFEHXVHAWVDOVE®HFHVVIWEBEHDE OWR
G\QDPLFIVOIMKBHHDDLPFURWRFRA®SRUWVY M HT XL UBER X QIBQ R X W
ERXQI®R Y W RX Q F W L RKQH+ SURWRRKRRUWXQ®\WBPLFDROPRUH

OLAHDBLWUDQYHIORWLWMHWHRUWVYWE73WRSHUP VW UHDPLRRG LIRQ G
YLGHR

2. DUMVKHUXQQL@®IFRYHBONWRU XOI®IDWXUMLOL]DRMZRQW:5,7 (5
EHKL@GLUHZDUHIUHW WDEDWWKKHHTXLUHP HQWWDWWRP H L OBH
UHOXFWIZQWRWDYWKNQRZOHWRDNMWKHPRGLILFDWIRRIQN UHZDO O
DVLWHDQ®GDNH@KBELORWIKH.UHZIWW&® U | UH DO W D FSNM L QV K H
VROXWLVRQ DWNSHRSDOBVLOH UHZPD@DNHRXWER¥QODYERQQHFW
ZWKXARQFWLR QURDISN K KXW\ WY UHZGRDQ:KDWHY MKHUWQRWKHU
HJRW FIK@MK W Q \PR UKW R E XMW H 2D O B/® R B \7 IXQFWLRQURXW

,Q WKLWLWXDWLRROZLOPRQQHEMW UDSKLEWHUFKD@IHRWDIQRQ
FRO O D RRYZ DE&®O R VW

$WD PLQLPXWKH UHZPROWOORZ3IFRQQHFWIREG¥ XRQSRUWYV DQG
DQG/XSSRUW LQIRUPDWQW® UFKIRQIHOH:5,7(\WREHXVHGRU
FDOOID@RIQRWDMWALBEROODERUDRNYWYHWR UN K IWH DV RS H U DSARRH. QWR
SRLOW EULGJIJHBGLIRQGLGHRXWIEDQGRQD V\VW HW K DWX S S R WWK\H
RSHUDWALRQRAERY FHBY HF X UEWHDFKHYV

%5,'*(6 5287(56

ORVWPDO/QVWHPURXWHUMGJH URXWRMIWBQVEULGIKNY® ILUHZDOO
IXQFWERDRDW7KH3DGGUHWWLJIQKEGKW\VW HFH D WRFR U UH O D/\RMLKRHQ
,3DVVLIJQHBPNKHS3 7KHPRVWRSXOOAH GQVP DOV W HMAR G DLWV K H
ILQNB6WRXWH®&/ DQG®DE4URDG E PRQ/MGH UBPRIGW H F WAIR® NV K D U HREU
KRPHRUVPDCQRAOILPHVH 2QH,3 DGGUHWDVVLJIQENGNKHQWHU@HWY L FH
BURYLGH8 WKIFWEHVKDUBGWRAKD Q\XVHUEYEHLQ@IVVLJIQKHEH URDQ
HITHFWXPP\,3DGGUHWKDWNW UL SSHOWHUEGBOREMLQRUZDUGHG
WRVKHQWHUGKWE UR X VNHWYI SD/ORRUW D ERIEZ K H UW K B R UWH V R X UDFWHIY
ORF D WHIER U U H AWO\Q VIPQ @ H F H LG/IMWEDH L QWW U H D RHRB Q \S R URVQW K H
XQLVB&WRQQHFMWWEZW\QHYHWHD QUMHWKHQWH U @KINY3 UHSRUBAH G
7HOH:5,7656 ZLWWKHQIRUPDWLRQ 1H®G@RWWW L ORGWQU H S R UMK\H
LQWHU®DGGUHAKLFKVQRWFFHVVLERPWKHQWHUQHWR QOZD\ WR
FRQILJPSRUWIGLUHVD OLWY/KVHEULGIWHQFWEBRQGHG 3DVVKUX’
7KHO= LWRFDO MNGWW\K ' HOLOLWDYRPHEKHUWKBI&DQG3 SK\VLFDOO\
DQ®RJILFDPBWOLGH

JRUIFRPPXQLFDWIREPAARORQB&RQWKHEDFNML GRHIWKH QN 6 \WR X WIHWYV

QHFHVVI/BUHFRQIL WKKUSRUDW VLIQP WEW SR VIHW RV K HQ W H U Q HK\H
SURFHGWEBPHD NWVKIEKDQJHDVIROORZNKLGHVFULIWIHRIHWODLFE RPH
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XQLWN\GLIIFMREUHDNGRD@ HDWKPD QX DX FW P HXLWIR YJE UR X WHRU
YHULLWDWQ\GLIIHUHRPPDQBWURFHGXUHYV

7RIHWKBVVLIQB & RVKB& WREHXVHGRWD 7HOH:5, 7(\5H\X/LRCEOLFN
+(/3! RQWKPHQ @ DUV KHRQW K 8 X GB0R Z Qs .
VFUHAQLENERXWOH:5,7656T $ FDUGLOQ. ..
RSHQOVKALGGRMWWKWFUHBQ®JDLBOLFN.uue
IHWZRUNIR! $QRW KFHDWZLL (RG HRQYL WWK H| -
, 3DGGUHRMWKNKQLGLVSOD\HIGWEHRZ®RU |,
UHPHPEWWKEDWKUBNMPEHBWKBGGUHW\
JWKLW'LD®S,QWHURRIQHFWURWRZQ -
E HF D O O\RQXJ Figure 1 Computer Network Address

132:1681.100

'LWKRVKNQRZOHBUMKEXPP\,3DVVLJQWEDUIDQ®RIQWRKEURXWHU
e e XVUQQWHUQBEWRUHBRULQNG6\WLVXVXDOO\
] "KHQ WK FE U R X WOIRIJ L\OF U H H O
RFFXUVHHRXUEURXWHUQ X DROUZH UHR X
XVXDODULWWKRVBGPLQLVWUBDMWZAR UGV
EHIRURXIRUJRWKHPHQWWWBGPLQLVWUDWLY ¢
3DVVZRGO KH URWVZR FUHHXBSHEZUWK
WDHEWOR@KWRS)LUWFWLFBWDW XW R HW K H
1 ,3DVVLIENBKH3IRWKWHVVLIRDZULWW
GRZ@RLYRXW B HR SDKRZ L GEB®IF DO O\IRXJ
LQVKWHVVILR@XDUMWKEBHDGKLMQRZARXU
,3IRBHR SW R D OROXR Q

STATUS

Figure 2 Session IP Address

&OLWN:KGD‘EWW\AO:{IJEHO‘BI-GCXDQFHEBQGVKHHFRQGJH:l\GLVSOD\&-UELFN
'0=! WDPQAQWKER[HQW MWK @D _

QXPEHUQWKH DGGUHMMWWRQQQ f
6WHS DERYBQGWKH@FFHSW!7KH |
VFUHBEQOBZKLWH GLYBQDFFHSWRHY
IDLOXQRAVLILFDIMKICRQIW 7 K HH [W H U ¢
,3ZLQ®XWHUHPM\RDKB&RQORJILERO
FRDQ®R ,WFDQFD@RWEHFDOOIRGP
RWKHHOH:5,7(3TXLSSHETV :LWKR
W K VW HI33 &Z R X OR3 (B\HD E O LR Q W R

DFRQIHUHQF®HY K&R VR\Q H

Figure 3 DMZ Host IP

5(0(0%(5:+(1 7+('0= 3$667+58,6%$66,*1(' 72$6<67(032577+$73&
6$75,6. $1' $)7(57+(6(66,21 <286+28/' *2 ,1727+('0= $*$,1$1"
$66,%1,7 72 25 /2:(5 :+,&+ ,6 127 86(' 62 7+( 1(7:25. 3&6%$5(
3527(&7("

2QHODVOWWPDNHW XUWKHUHZDRIAWZD PN KB& LISUHVHOWOWRXUQHG

RIl ,QDQ\FDVHNRXUHD ®R@QQHHRQKHRRGLUHZDWPXOW LS OHZFQUGWD W H
RWKEBBQ@HOH:5,7 (5 VXEXWKDDYQRW KMWWR U\
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),5(:$// &21),*85%$7,21
/HW O R RNWV K U HIHZID O\OR | W Z DUMW HRWR. GHQWIKINUH UHZBR0 WV H
WXUQHG

,Q)LIXUHRQWKEBHPMVHKNKHQ SS\WQMIRSHORUWMW KBILFURVEHWY LFH
3DFN 63 )LUHZDO®HFKDQJHFRSWZLWRISHQIVQRW KHW HOR SE
YLUHZDROIR W Q\ 3D GG URKRWMVIZWEGD OORB®DEVDJIH

JLIXUHGHSLPWABF$IHISHUVRRPUUMHZDO O
30XIDQHE&HUFRUWW KBIF$IHAD EHD GG HRAGHOHWHGGXUH W KSIDQHO
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LOQWKHRUWR@WH U @HMXULDIWIHZ VBB ZL QUK I® L\RWS HU P L WHRHLGD D G
VZLWFWHRS G ®I15HP R YSRIUW V

7HOH:5,7(5HDWXUHV

7HOH:5,7656 $GYDQFHMGDSKLBVWWHPLVD IQWHUDFWR®B®DERUDWLY |
&RPSXWLOQXOWLPHGE®(% FRQIHUHQFRQNZDWHMWHP&RQIHUFBY
FDSW XVMAR WHJ D QW B H W U DH)YBHQ Q R WKDLW K H V R O X)W DS ® LVWF M [RAY L G H R

LP D JHMU H DAL P H, WD O O RZWH UAV/RY D V L\OA L W RKR FD QL Q W H U D F R/G MMR
DSSOLFIVWDRQQJ FRO O DEBRKMF LEBRXD Q IRQRRVWRIWZDSSOLFDWLRQYV

7HOH:5,7(5 $16IDWHYKLWHERDUWGBKLOLGKRZ\KLJIK HVR O XYWIGRHR
LPDJLQGRFXPHQMD QQIDINAP XOWLPHGIGIHRQWURIOLY LGN DU L HRW\
JUDSKLFHD®LIDHDVLMFRUSRDDWBQDJHEGDVLP S OFHRED VHGRED U

7HOH:5,7656 IV LQKHUH®RUHVHFXUHRXVHDVLWGRHQYRWHTXLDH
YXOQHUPEPMXQLFDWHRQWRUKVH Q,QWHUGRHRYZ VHRIFR QQHF WLRIQ
HFRQRPWQG DVRIXVIDUMLIQLILVD®MDW XUHV

7HOH:5,7WRIWZDUHKSURGXRAMR UMW KDWPZHQW\ \HDURIGHYRI®PHQW
DQGWEKPRVWRPSUHKH@XIHR JUD/SRKIMZ DY L O WERAHD \WK D\EHH Q
GHVLJQHR®HDVWXVHLQFRUSRUDWK®WH\GYDQFHPHQ@QWKB& DQG
FRPPXQLFDXIRWRMGAHOH:5, 7D VKRQRUMBHWKHHFLSIRHTDHFK/HDUQ TV
% HWNKRZDZDUGU&ROODE RIRPBXWDQB(% &RQIHUHQFLQJ

7TROHDPRUHDERXMWHOH:5,7(%RRUSRUDWRRONSUR G XFR NV
WRHFHDEHPRQVWUBDRIMWRKPGHOH :5, 7(VWHRQWDFW

7HOH:5, 78 RUSRUDWWAR Q 7HOH:5,7& RUSRUDWBRQH V
&D B’ HNIQRUHVLGHQW %L@ODYLWM FHIHVLEBEW
&/ D N6W U HBRW B +DPSWRDGYH
7(1 )$; +DPSVWRQJILQLD
7 R PWH H 7HO )D |

(ODIKDUO#WHOHZULWHUDJV(FFROPLELOO#WHOHZULWHUDJV

(% 85/ 22Z WHOHZULWHUDJV FRP

7THOH:557HOH:5,7$836 9LGHR:5, /R&RXUW:5 DBMUDGHRIDURMW:5, 74 RUSRUDWLRQ
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